STRENGTHEN YOUR PASSWORDS:

KEEP YOUR ACCOUNTS SECURE!

STAY ONE STEP AHEAD OF HACKERS!

enhance security with multi-factor authentication.
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@ Learn how to create strong passwords, avoid common mistakes, and

WHY STRONG
PASSWORDS MATTER?

e 80% of cyber breaches are due to weak
passwords.

e 123456 and Passwordl123 are still the
most commonly used passwords!

e A hacker can crack an 8-character
password in less than 8 hours! N

Instantly cracked
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COMPANY PASSWORD POLICY

(QUICK OVERVIEW)

Minimum 12-character
passwords required.

Passwords must be
updated every 90 days.

Multi-factor authentication
(MFA) is mandatory for all
accounts.

Company-issued password
managers must be used for
storing credentials.

Report any suspicious
password reset requests to
IT immediately.

PASSWORD POWER-UP:
CROSSWORD CHALLENGE!

Think you know your password best
practices? Put your knowledge to the test
with this fun crossword puzzle!

Each word is a clue to keeping your
accounts secure. From must-know terms
to common mistakes, this game is your
chance to brush up on what makes a
strong, safe password.

Complexity, TwoFactor, Unique,
Passphrase, Breach, Lockout, Manager,
Authentication, Credential, Secure,
Update, Symbols, Length, Guessing,
Reuse, Encryption
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BEST PRACTICES FOR
PASSWORD SAFETY

Use MFA whenever available

Change compromised passwords
immediately

Use unique passwords for every
account

Be cautious of phishing attempts
asking for password resets

Use company-approved security

tools to store passwords securely
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Let’'s #LockDownPasswords!
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